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ABSTRACT

In tandem with the advancements in the digital era, the significance of digital data has escalated, necessitating an
increased focus on digital forensics investigations. However, the process of collecting and analyzing digital evidence faces
significant challenges, such as the unidentifiability of damaged files due to issues like media corruption and anti-forensic
techniques. Moreover, the technological limitations of existing tools hinder the recovery of damaged files, posing difficulties
in the evidence collection process. This paper aims to propose solutions for the recovery of corrupted MS Office files
commonly used in digital data creation. To achieve this, we analyze the structure of MS Office files in the OOXML format
and present a novel approach to overcome the limitations of current recovery tools. Through these efforts, we aim to
contribute to enhancing the quality of evidence collection in the field of digital forensics by efficiently recovering and
identifying damaged data.
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Local file header 1
File data 1
Local file header 2
File data 2

Last lecal file header
Last file data
Central directory header 1
Central directory header 2

Last central directory header
End of central directory record

Fig. 1. The structure of PK ZIP
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Table 1. The signature of records

Value
0x 50 4B 03 04
0x 50 4B 01 02
0x 50 4B 06 07
0x 50 4B 05 06

The name of record
Local file header

Central directory header

Last central directory header

End ofcentral directory

record® Z9%E Fig 1.3 2& 325 233
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Fig. 2. An example of a local file structure
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Table 2. Descriptions of some Parts in OOXML File

. The name of ..
File Local file Description
A part where metadata information, such as details about the
app.xml application that created the document and related settings is
stored
A part containing document metadata, such as the document
core.xml . P . .
author, creation date, modification time, and revision count
A part containing information related to the document’s theme
themel.xml . .
(design, formatting, etc)
A part storing information about fonts used in a document per
fontTable.xml L. .
package, limited to a maximum of two Font Table parts
Excel, Word - — -
A section containing where general document settings
settings..xml information related to specific parts such as document
templates, mail merge data sources, and XSL transformations
webSettings xml A part storing content related to specific web settings, including
88 information about the HTML ’frameset’ element
A part where style-related information, such as numeric and
styles.xml text formatting, alignment, font, color, and borders specified in
the document
(Content_Types).xml | A part defining the content types of each part within a package
A part storing all data, formulas, and characteristics associated
sheet(n).xml . .
Excel with a specific worksheet
xce
. A indexed list of string values shared across the entire
sharedStrings.xml . . .
workbook, allowing implementations to store values only once
A part storing the document’s body along with basic structures
Word document.xml and formatting information such as paragraphs, fonts, styles,
etc.
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Fig. 3. The Structure of An Word File(.docx)
and An Excel File(.xlsx)

<sheetData> <?xml version="1.0" encoding="UTF-8'l
<row r="1" spans="1:2" x14ac:(| <sst xmins="http://schemas.openxmlfq
<Cr="A1"t="s"> <5‘<>t)7r</t)
V202 <phoneticPr fontid="1"type="noC
</c> </si>
<cr="B1"> <si>
<v=10</v> <tLi</t>
</c> <phoneticPr fontld="1" type="no({
</row> o
<si>

<row r="2" spans="1:2" x14ac:
<cr="A2"t="s">

t>Che/t
<phoneticPr fontld="1" type="noC

v>1</v; </si>
</c> <si>
<cr="B2"> GEES
B /<>phur\eticl‘r fontld="1" type="no{
</si>
</c> o
</row> <tur/t
<row r="3" spans="1:2" x14ac: <phoneticPr fontld="1" type="noC
<cr="A3"t="s"> </si>

Fig. 4. Local files in Excel file
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<w:lastRenderedPageBreak />
<w:t xml:space="preserve" ~F O 2 OfL| Drof 'HEIOHOL[2}3 HI2O| 20| OfM| Q'E"I)\Ildw:t:»
</wir>
<w:proofErr w:type="spellStart" />
<w:r wirsidRPr="00206E41">
<wirPr>
<wirFonts wiascii="E&" wieastAsia="E&" w:hAnsi="E&" wics="2Y" whint="eastAsia" />
<w:color wival="000000" />
<w:kern wival="0" />
<w:szCs wival="20" />

Fig. 5. Local file ‘document.xml" in Word file

[<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

[<cp:coreProperties

“http: //schenas. openx | formats. ora/package/2006/net adata/core-propert ies”
c="http://purl.org/dc/elements/1.1/" xnlns:dcterns="http://purl.org/dc/terns/"
nitype="http://purl.org/dc/denitype/"

i="http://www.v3. org/2001/XMLSchena-instance">

<dctcreator: /dc:creator>

<cp: lastModi fiedBy: /e lastModi f i edBy>

<dcterns:created x icterns:W3CDTF">2023-05-25T09: 10: 49Z</dcterns: created>
<dcterns:nodified x “deterns: W3COTF">2023-05-25109: 12: 20Z</dcterns:nodi fied>

[</cp:corePropert ies>

Fig. 6. Document metadata stored in core.xml
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Fig. 7. Distinct Types of Damage |dentified Through Experiments
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Table 3. Type of Corruption to MS Office Files

No. Type of Corruption

An MS Office file but cannot be opened
due to corruption

An MS Office file but the content is
entirely unreadable due to corruption

The file is not an MS Office file

P © | e

There is no content saved

o Fehe Tl 27 Fejgshs o] B
spAl e} a2]an wleE FZEo] 7bedt 43 O
@9] A% 5l go] AREE local filed] EA)
oJH-2 slot 2 dlo|HE ¢ AT WES
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Agaht gao s A2Y 4+ g fet,

3.3 7|Z 27 =7 §g
F71e A =3 AdAele PK ZIP 22 5
71AEE OOXML 45 z8sld, & WHFE

(1) ‘excel =& word &7+ =79 (2) ZIP &+
T F R AR = WSt ket A

Table 4. Tool (1) Result - Partially Deleted Local File Data of Excel and Word Files

Stellar data Cimaware Kernelfor DRI
Corrupt.ed D7 Recovery (excel|word] fix| [(excel|word] [excellword]
Local file repair

excel | word | excel | word | excel | word | excel | word | excel | word

(Content_Types] X X X X ¢) X X X A X
app X X X X O o) X X A X
core X X X X O o) X X A X
rels X X X X X X X X A X
styles X X X o X ¢} X X X X
themel X X X o) X ¢ X X X X
sharedStrings X - X - X - X - X -
sheet(n) X - X - X - X - X -
workbook X - X - X - X - X -
document - X - X - X - X - X
fontTable - X - ) - ¢) - X - X
document.xml.rels - X - o - o} - X - X
settings - X - o - ¢) - X - X
webSettings - X - o - ¢) - X - X

O: Entire document content is viewable
X: Unable to view document content

At Partial document content is viewable
- Not applicable for local file
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Table 5. Tool (2) Result - Overwriting Some Local File Data in Excel and Word Files

(]]J(:)rcgpftig ALZip winrar Zip2Fix T-Zip Dlzsil;h;teirani:;ls

excel | word | excel | word | excel | word | excel | word | excel | word
(Content_Types) X X X X ¢ X X X A X
app X X X X ) X X X A X
core X X X X 6] X X X A X
rels X X X X X X X X A X
styles o* X ¢} A o} X O A o} A
themel o* X o A ¢} X O N o} A
sharedStrings o* - 0 - @) - 0 - 0 -
sheet(n) o* - 0 - 0 - o) - o) -
workbook o* - o} - o} - O - o} -
document - X - A - X - A - A
fontTable - X - A - X - A - A
document.xml.rels - X - X - X - X - X
settings - X - A - X - A - A
webSettings - X - X - X - X - X

O: Residual content of damaged local file is viewable

At Recovery may be impossible depending on the extent of damage
X: Residual content of damaged local file is not viewable
O*: Unable to confirm residual file data in case of Central Directory loss
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Fig. 8. Approaches for extracting data from corrupted OOXML files

4.1 Preprocessing

Preprocessing W= AAAQl do]g F&&
/\]ES‘P] A, 8 shde] AAl OOXML A&
= MS Office stdA] AFsh= DAlole}. 7

tﬂ 1 S B8 &4 9 AYe A9, 4
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Table 6. Local File Name for Input File Filtering

Selection
Criteria

Corresponding
Local File Name

Is it a local file
that significantly
impacts file viewing
when damaged?

- [Content_types).xml
- _rels/.rels
- styles.xml

word/document.xml

Is it a local file - xl/sharedStrings.xml

containing

document content? | xl/worksheets/sheet
(n).xml

Does it have

minimal impact on | - docProps/app.xml

viewing but can - docProps/core.xml

assist in - xl/media/

understanding the - word/media/

document?
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Table 7. Tool Results by Corrupted Type

Type of Total e b 6l
o H C t of Fil Recovered or

s ount o ®5 | Filtered Files

Type © 116 108

Type @ 15 11

Type @ 385 301

Type @ 60 60
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Fig. 10. Examples of Extraction Approaches
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Fig. 11. Example of Filtering for Non-MS Office
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